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1. Agent Wants an Action

The process begins when the Al agent determines that it needs to perform an action to complete a
task. This could involve accessing data, sending a message, updating a system, triggering a
workflow, or interacting with an external application. At this point, the action is only a proposed
intention—it has not yet been executed.

2. Policy Engine Checks

The proposed action is first evaluated by the Policy Engine. This component checks whether the
requested action complies with predefined organizational rules, security policies, access controls,
and operational restrictions. The policy engine acts as the first governance checkpoint, ensuring
that the agent does not automatically perform actions that violate established rules.

3. Is the User Permitted?
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If the action is allowed by the general policy, the system checks whether the specific user has
permission to perform or authorize that action. This is important because an Al agent may be
acting on behalf of different users with different roles and access levels. The system therefore
ensures that the agent cannot use capabilities beyond the authority of the person making the
request.

4. |Is the Action Allowed?

The workflow then evaluates whether the specific action itself is allowed within the current context.
An action may be generally available to an agent or user but restricted under certain conditions.
For example, the system may allow access to a database but prohibit deleting records, or allow an
agent to draft an email but not send it automatically. This step provides more granular control over
what the Al is permitted to do.

5. Is It Permitted?

The additional permission check acts as a final validation point before the action moves into
execution-related controls. It confirms that the required combination of policies, user permissions,
and contextual conditions has been satisfied. If the action is not permitted, the workflow does not
allow it to continue unchecked and instead routes it toward a blocked outcome.

6. Rule Limits

The Rule Limits component applies predefined boundaries to the proposed action. These limits
may define what the agent can access, how much data it can retrieve, which tools it can use, or the
scope of actions it can perform. Rule limits are particularly important for preventing an Al agent
from exceeding its intended authority, even when it has technically been granted access to a
particular system or tool.

7. Region

The Region check evaluates whether the action is allowed within a particular geographic, legal, or
operational jurisdiction. Different countries or regions may have different requirements related to
data access, privacy, financial operations, or regulatory compliance. This layer ensures that the Al
system respects location-specific restrictions and governance requirements.

8. Human Approval

If the proposed action is considered sensitive, high-risk, or outside the agent's autonomous
authority, it is routed to Human Approval. A human reviewer can assess the action and decide
whether it should proceed. This creates a human-in-the-loop mechanism that is particularly useful
for irreversible actions, sensitive decisions, financial transactions, or actions involving confidential



information.

9. Is a Tool Allowed?

The workflow also checks whether the agent is permitted to use the specific tool required to
perform the action. Even if an action itself is allowed, the tool being used may have separate
restrictions. For example, an agent may be allowed to retrieve information but only through
approved APIs or authorized systems. This ensures that tool access is governed independently from
general action permissions.

10. Action Blocked

If any of the required checks fail—such as policy validation, user permission, action authorization,
rule limits, regional restrictions, or human approval—the workflow can route the request to Action
Blocked. This prevents unauthorized or unsafe actions from being executed and provides a clear
enforcement point within the architecture.

11. Risk and Rule Evaluation

Before final execution, the workflow evaluates the action against relevant rules and risk thresholds.
The system determines whether the action falls within acceptable limits or requires additional
restrictions. This allows the governance framework to distinguish between low-risk actions that can
be automated and higher-risk actions that require stronger controls or human oversight.

12. Use MCP Call or Tool/Skill

Once all relevant checks have been passed, the agent can use an approved capability to carry out
the action. This may involve an MCP call, a specific tool, or a registered skill. The agent is
therefore not given unrestricted access to external systems; instead, it can only invoke capabilities
that have passed the appropriate governance and authorization checks.

13. Action Permitted

The final outcome is Action Permitted. At this stage, the requested action has successfully
passed through the required policy, permission, rule, regional, and risk checks. The agent can then
proceed with confidence that the action is authorized within the defined governance framework.

Every action request should pass policy validation.

Suggested Engines



o Open Policy Agent (OPA)
o Cedar
) Internal RBAC / ABAC systems

o MCP-native runtime policy controls (emerging category — real-time allow/deny over which
MCP tools an agent may invoke)



Security Architecture

Threats

o Prompt injection

o Tool injection

) Retrieval poisoning

(] Memory poisoning

) Privilege escalation

) Hidden instructions in documents
o Fake knowledge sources

MCP-Specific Threats

) Tool rug-pull — a connected MCP server changes its tool definitions after the host has
already approved them.

) Mix-up / issuer-confusion attacks — an authorization response is accepted from the wrong
issuer; the 2026-07-28 spec mitigates this by requiring clients to validate the “iss’ parameter (RFC

9207).

o Untrusted tool input — treat every tool input as coming from the model, not directly from the
user; enforce strict JSON Schema with “additionalProperties: false".

() Skill/Server supply-chain risk — a Skill or MCP server is executable content; vet sources the
same way you would a new dependency.

Controls

o Signed sources

) Source trust scores



Sandboxed tool execution
Least privilege credentials
Tool allowlists

Input sanitization
Retrieval filtering

Human gates

OAuth issuer validation and scope-bound credentials for all remote MCP servers (New)



Reliability / Self-Healing
Systems

When failures occur:

o Retry

) Alternate tool

o Re-plan task

o Ask clarifying question
) Human escalation

o Graceful degradation

Operational Modes

o Normal Mode

() Low Cost Mode

o High Accuracy Mode
o Read Only Mode

() Incident Mode

o Human Approval Mode

) Offline Mode



Observability & Auditability

Track every step.

Required Telemetry

o User request

® Context loaded

) Retrieved documents

) Tool / MCP calls (including which server and scope)
o Policy decisions

o Model chosen

() Tokens used

() Cost

(] Latency

) Errors

o Human approvals
NEW IN 2026

AgentOps has emerged as a distinct discipline for this: a taxonomy of traceable artefacts across
the full agent lifecycle, not just request/response logging. As of 2026 there is still no single widely-
adopted AgentOps playbook — most teams assemble one from database observability tools, LLM
observability vendors (e.g. Langfuse, OpenTelemetry-based tracing), and custom instrumentation.
Budget for this explicitly rather than assuming a framework provides it out of the box.

Why Critical: Without tracing, production debugging becomes impossible.



Evaluation Framework

Test continuously in simulation.

Benchmark Categories

) Multi-step tasks

o Tool calling accuracy

(] Hallucination rate
o Prompt injection resistance
o Recovery after outage

o Cost per successful task
) Approval accuracy
o Latency SLAs

o Harness-vs-model attribution — isolate how much of a score change came from the harness
vs. the underlying model

Key Metrics

Metric Meaning

Task Success Rate Completed successfully

Autonomy Success Rate Completed without human intervention or policy breach
Override Frequency Human corrections

Tool Error Rate Failed tool calls

Avg Cost / Task Economics

p95 Latency Reliability



